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1. Introduction

Working at layers 4 through 7 off the OSI stack, IxChariot is an effective tool for evaluating the performance of network equipment
that runs the triple-play (Voice, Video and Data) suite of protocols. In this test plan, we'll examine how IxChariot can be used to
evaluate the performance of network equipment in a triple-play environment.

1.1 Objectives

We will create several baseline traffic types and measure the performance of a Device Under Test (DUT) when the traffic is run in
isolation. Then we'll combine all traffic types and re-assess the performance in terms of throughput, latency and data loss. Finally,
we'll adjust QoS parameters on certain traffic flows and implement QoS policies on the DUT to measure its ability to properly
prioritize certain streams within a triple-play environment.

2. Internet Baseline Traffic

2.1 Objective and Setup

IxChariot is used to set up a set of background traffic types that will serve as a constant source of background Internet traffic.
Traffic types will consist of web accesses, mail, ftp, P2P and various forms of business traffic.

2.2 Methodology

o Create 9 port pairs of IxChariot traffic that simulate Internet traffic. Ensure that the proper port numbers are utilized by the
endpoints; for instance, HTTP requests target TCP port 80, POP3 transactions target port 110, etc. See table 1 for the scripts
that are to be called out for each pair and the communication settings that are to be used for each pair. Unless noted in this
table, all values are default. In all pairs, enter the pair comment as “Internet_Group_routine.”

o Ensure that any DUT QoS policy is turned off.
e Run all pairs with a two minute duration and note the results, such as throughput, latency and lost data.

o Save this setup for later reference. File name = baseline.tst.

Script Filename Protocol | TCP/UDP Port User Delay | Transaction Delay | Response Delay

DNS.scr ubP 53 10 10

FTPget.scr TCP 20 1000 10 1000

FTPput.scr TCP 20 1000 10 10
HTTP_Secure_Transaction.scr TCP 443 10

HTTPgif.scr TCP 80 10 10

HTTPtext.scr TCP 80 10 10

NNTP.scr TCP 119 10 10

POP3.scr TCP 110 10

SMTP.scr TCP 25 10

Table 1. Internet Baseline Traffic setup
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Test Setup Throughput] Tranzaction Fate | Response Time] L VDH:'] L Oneway Dela_l,l] 4 LostData] L Jitter] Raw Data Tatal: | Endpoint Configuration | D atagram

Timing... Metwork | Service | Script/Stream Fair Pair Graup | Canzale ki

Group Fun Statuz | Compl..|Endpoint 1 | Endpoint 2 | Protocal | Quality | Filename Comimant MHarme Endpoint 1
Pair 53 Finizhed 181721681 1721781 UDP DMS zcr Internet_Group_routine Mo Growp 100021
Pair 43 Finizhed 147 17216.81 17217.81 TCP FTPget. zcr Internet_Group_routine Mo Group 100,21
Pair 55 Finizhed 183 1721681 1721781 TCP FTPput.scr Internet_Group_routine Mo Growp 10,021
Pair B& Finizhed 2831721681 1721781 TCP HTTPS_Secure_Trangzactio... Intermet_Group_routine Mo Group 100,21
Pair 50 Finizhed 591721681 1721781 TCP HTTPagif. scr Internet_Group_routine Mo Growp 10021
Pair &7 Finished o6 1721681 17217.81 TCP HT TPtesxt.zcr Internet_Group_routine Mo Group 100,21
Pair 54 Finizhad FA7216.81 1721781 TCP HMTP.scr Internet_Group_routine Mo Graup 100021
Pair 52 Finished 71721681 1721781 TCP POP3 scr Internet_Group_routing Mo Growp 100021
Pair 51 Finizhed 431721681 1721781 TCP SMTP.scr Internet_Group_routine Mo Group 100021

Figure 1. Internet Baseline Traffic setup
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Figure 2. Internet Baseline with no QoS
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3. Video Baseline Traffic

3.1 Objective and Setup

IxChariot emulates video streams through use of scripts within the Streaming script file directory. These streams will be used to
simulate the behavior of video traffic through the DUT. Delay, jitter and throughput will be measured as part of this test.

3.2 Methodology

o Create a unicast port pair using the IPTVv.scr script. Make sure you specify the UDP network protocol. Retain all default
settings for this stream, except change the bandwidth to 1.0Mbps. Enter the pair comment as “Video_routine.”

o Duplicate this port pair but switch the source and destination addresses, creating bidirectional traffic.
o Adjust the run time for two minutes.

* Run the pairs with a two minute duration and note the results, such as throughput, latency and missing packets. Save the results
for later comparison.

« Save this setup for later reference. File name = video.tst.

Test Setup l Throughput ] Tranzaction Rate ] Fesponze Time ] [ valP ] E One-way Delay ] [ LostData ] L Jitter ] Fiaw Data Tatals ] Endpoint Configuration | D atagram
Timing... Metwark | Service | Script#Stream Pair Fair Group | Conzale k
Group Fun Statuz | Compl.. |Endpoint 1 | Endpaint 2 | Protocal | Quality | Filename Cornnient Mame Endpaint
Pair 117 Finished 42 17216.81 1721781 UDP IPT% . scr “ideo_routine Mo Group 10021
Pair 118 Finished 421721781 1721681 UDP IPT%v.5cr Wideo routine Mo Growp 12021

Figure 3. Video Baseline Traffic setup

Throughput

1.1000

1.0800 +
1.06800 +
1.0400 +

Mhps

1.0200 +

1.0000

DSBDD T T T T T T
0:00:00 0:00: 20 0:00:40 0:01:00 00120 (:07:40 o200 00210

Elapsed time (h:mm:ss)

Figure 4. Video Baseline with no QoS
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4. \olIP Traffic

4.1 Objective and Setup

IxChariot can emulate voice traffic using several different types of codec algorithms. In this instance, we create bi-directional voice
traffic and measure the Mean Opinion Score (MOS) of voice conversations. This allows us to ascertain the quality of the voice calls

and thus determine the effectiveness of the network for carrying voice traffic.

4.2 Methodology

o Create six VolIP pairs, with each pair using a unique codec type. (G.711u, G.711a, G.723.1-ACELP, G.723.1-MPMLQ, G.729,
G.726) In all pairs, enter the pair comment as “VolP_routine.”

* Replicate the group of VolIP pairs, creating a total of twelve pairs.

o On the replicated pairs, switch the source and destination addresses, thus creating six bidirectional VolP pairs.

o Replicate all 12 pairs 3 times, creating a total of 48 VolP pairs, or 24 bidirectional pairs.

o Adjust the run time for two minutes.

» Run this script and collect results. Save the results for later comparison.

o Save this setup for later reference. File name = voip.tst.

Test Setup ] Throughput] Tranzaction Hate] Responze Time] L VD”:'] L Oneway Dela_l,l] 4 LostData] L Jitter] Faw Data Total: | Endpoint Configuration | D atagram

Timing... Metwork, |Service | Script/Stream Fair Fair Group | Con:

Group Fun Status | Compl... | Endpoint 1 | Endpoint 2 | Protocol | Guality Filename Cornment M ame End
Pair 711 Finizhed 4017216.81 1721781 RTP G.711a WalP_routing Mo Group  10.0
Pair 72 Finished 401721781 1721681 RTP G.711a YalP_routing Mo Group 120
Pair 73 Finizhed 4017216.81 1721781 RTP [ERARET WolP_routing Mo Group 10,0
Pair 74 Finished 4017216.81 1721781 RTP G.711a YalP_routine Mo Group 10,0
Pair 75 Finighed 401721681 1721781 RTP G.711a WolP_routine Mo Group 10,04
Pair 76 Finizhed 4017217.81 1721681 RTP G.711a YolP_routine Mo Group 12,0
Pair 77 Finighed 401721781 1721681 RTP G.711a WolP_routine Mo Group 12,0
Pair 72 Finizhed 401721781 1721681 RTP G.711a WalP_routine Mo Group 12,0
Pair 739 Finighed 40 1721681 1721781 RTP G.¥11u WolP_routine Mo Group 10,04
Do O | T s | A0 17347 01 s B sl s | oTD | e s | el ki Ble 12 0l

Figure 5. Setup screen for VolIP Traffic
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Figure 6. Sample results for VolP Traffic Test
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5. Running Combined Traffic

5.1 Objective and Setup

In this section of the test document, we will run a combination of the above traffic types. We will combine the traffic types by creating
a new test window and then using cut-and-paste to copy all the port pair setup information into a single test. Then we’ll duplicate the
traffic, earmarking one for implementation of QoS policies and the other to continue running a routine QoS policy. Initially, we'll run
both pairs and measure the outcome. Afterwards, we'll implement QoS policies on the duplicated pairs and implement the
appropriate QoS policy on the DUT. Then we’'ll run the test again and compare the ports that have implemented QoS policies to the
ports that have not implemented QoS.

5.2 Methodology

Create a new IxChariot test structure.
Open up the previously stored tests: baseline.tst, video.tst and voip.tst.

On each of the previously stored tests, highlight all defined port pairs, copy to the Windows clipboard and then paste into
the new test.

Within each group, duplicate all pairs one time. Within each of these pairs, change the pair comment as follows:
— Internet_Group_routine changes to Internet_Group_flash
— Video_routine changes to Video_flash
— VolIP_routine changes to VolIP_flash_override

Save the new test as InternetMixWithQoS.tst and then as InternetMixWithNoQoS.tst. This will preserve the setups for running
under both the non-QoS and QoS environments.

5.2.1 Without QoS

Recall the InternetMixWithNoQoS.tst setup that was saved above. (This might already be on your screen if you saved the files in
the order that was mentioned above.)

Ensure the run parameter is set to run this test for two minutes.
Run the test and store the resullts.

Note that you can display the graphs by group comment.

Copyright © Ixia, 2005 5



Ml |xChariot Test AIxC hariotTestPlansixChariot #8kInternetMidd¥ithMoQoS. tst
File Edit Yiew PRun Window Help

EAESE P S E I P S (@) BTN

Test Setup  Throughput l Tranzaction Hate] Fesponze Time] L VD|P] [ Onewfay Dela}l] [ Lost Data] [ Jitter] Faw Data Totals] Endpoint Eonfiguration] Datagram]

:::{;| |ALL|TCP|SCR|EP1 |EP2| sa |F'G | PC | |

Timing Records| 95% Confidence| Awverage| Minimum| bMaximum| Measured| Relative
Group Fiun Status Completed Interval|  [Mbps)|  [Mbpsg] [Mbps]| Time [zec]| Precizion
il HInternet_Group_flash 1121 3808 0010 2443
i} FInternet_Group_routine 1.001 3320 001 2213
il EVideo_flash 83 1.944 0608 1.017
il FVideo_routine 83 1.942 0546 1.017
il EVolP_flash_overide 1.936 1.393 0004 0.065
il EHVolP_routine 1.936 1.390 0004 0.066
Legend
Thr“""'l"'lghpl"'lt — Internet_Group_flash
— Internet_Group_routine
e — Videa_flash
— Yideo_routine
4.0038 | | | —%olP_flash_overide
| | I I| Il | 1 | | i I —olP_routing
3.2038
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£ 2403 N“ 1 J
22 )t
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0.0038 T T T T T T
0:00:00 0:00:20 0:00:40 0:01:00 0:01:20 0:07:40 0:02:00 00210
Elapsedtime (h:mm:ss)
|Pairs: 118 [Star: 2/15/2005, 10:3354 &M |End: 215/2005, 10:35:58 &M [Rur time: 00:02:04 |Fiar to completion

Figure 7. Throughput when running without QoS

Ml |[xChariot Test - D:AIxChariotTestPlansilxChariot #8kInternetMixd¥ithMoQoS. tst

File Edit Yiew PRun Window Help
N O e E R P S e L R S i B R A [ (@) TN
Test Setup] Throughput] Tranzaction Hate] Fesponze Time [ valP ]t Onewfay Dela}l] [ Lost Data] [ Jitter] Faw Data Totals | Endpoint Eonfiguration] Datagram]
Timing Records M5 M5 MOS| R-value| Oneway Delay| End-to-End Delay| RFC 1883 Jitter| Perc
Group Fiun Status Completed| Average| Minimum | baximum | Average Average [msz) Average [mz)|  Awerage [mg]
il HInternet_Group_flash 1121 nfa nfa nfa nfa nfa nfa nfa
s FInternet_Group_routine 1.001 nfa nfa nfa nfa nfa nfa nfa
il HVideo_flash 83 nfa nfa nfa nfa nfa nfa nfa
ih FEVideo_routine 83 nfa nfa nfa nfa nfa nfa nfa
il EVolP_flash_overide 1.936 3.99 2.20 438 8025 28 10 6.160
il EHVYolP_routine 1.936 3.89 1.56 438 7787 30 104 5.764
< ¥
) Legend
MOS EShmate —%olP_flash_overide
4 4000 —%olP_routine
4.2000
i)
b
£ 4.0000
W
a
07 38000 H
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Elapsedtime (h:mm:ss)
|Pairs: 118 [Star: 2/15/2005, 10:3354 &M |End: 215/2005, 10:35:58 &M [Rur time: 00:02:04 |Fiar to completion

Figure 8. VVoIP MOS score when running without QoS
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B [xChariot Test - D:\xChariotTestPlans\xChariot #8\nternetiixWithdoQoS. tst

File Edit Yiew PRun Window Help
] (]| (3] (=[] oee [ e e e [F8]s) (] reeoc[ e eeafaeeee] (] | () DTN
Test Setup] Throughput] Tranzaction Hate] Fesponse Time] [ valP [ One-/ay Delay ]t Lost Data] [ Jitter] Faw Data Totals] Endpoint Eonfiguration] Datagram]
Timing Records| Onewfay Delay| One‘wap Delay| Onewfay Delay| Estimated Clock | Masimum Clock. Clock Used
Group Fiun Status Completed Average [msz) Mirimumn [me][ b aximum [ms] Error [mz] Error [mz]
il HInternet_Group_flash 1121 nfa nfa nfa nfa nfa nfa
i} FInternet_Group_routine 1.001 nfa nfa nfa nfa nfa nfa
il HVideo_flash 83 nfa nfa nfa nfa nfa nfa
ih FEVideo_routine 83 nfa nfa nfa nfa nfa nfa
il EHVYolP_flash_overide 1,936 28 4 52 0.279 0.832
il EHVolP_routine 1.936 30 4 60 0.773 2122
Legend

One_way DEIay — YolP_flash_overide
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33.300

29.300
8 28,300 H
=
2 21.300 1
He
= 17.300
=

13.300

9.300 4

5.300 T T T T T T

0:00:00 0:00:20 0:00:40 0:01:00 0:01:20 0:01:40 0:0200 00210
Elapsedtime (h:mm:ss)
|Pairs: 118 [Star: 2/15/2005, 10:3354 &M |End: 215/2005, 10:35:58 &M [Rur time: 00:02:04 |Fiar to completion

Figure 9. VoIP One-Way Delay when running without QoS

5.2.2 With QoS
o Recall the InternetMixWithQoS.tst setup that was saved previously.

o Define a new QoS parameter within IxChariot. This is performed through the main IxChariot window, under the menu Tools |
Edit QoS Templates .... Create a new IP TOS template named “Flash Override” and set its precedence to “100 — Flash
Override.” Similarly, create another QoS parameter called “Flash,” and set its precedence to “001 — Flash.”

o Ineach of the voice pairs labeled “VoIP_flash_override,” adjust the Service Quality to use the “Flash Override” template we
defined earlier. This can be done quickly by highlighting all VoIP pairs and then right-clicking and selecting the “Edit...” option
from the drop-down menu. Then within the edit dialog box, select the service quality to be “Flash Override.”

o Similarly, in each of the video pairs labeled “Video_flash”, adjust the Service Quality to use the “Flash” template we defined
earlier.

o In each of the pairs within the “Internet_Group_flash” change the Service Quality to use the “Flash” template.
o Ensure that all remaining QoS settings are blank. This will provide a “Routine” QoS level.

» Change the policy on the DUT so that “Flash Override” has highest precedence, followed by “Flash,” followed by “Routine.”
o Run the test for two minutes and save the results.

* You should now be able to see and compare the QoS traffic from the non-QoS traffic in the results.

Triple Play Testing with IxChariot Copyright © Ixia, 2005 7



In the figures below, you can see the differences between packet pairs running with QoS and those running without QoS.
In each test case, there is a clear separation of values that shows that the traffic marked for higher priority was indeed handled
with higher priority.

B [xChariot Test - D:\xChariotTestPlansixChariot #8\nternetiixWithQos. tst

File Edit Yiew Run ‘Window Help
A5l [2] [=[euoee g[Sl EeTem [em =] [afree n[erilerelsareee | [E [ DXIA |
Test Setup] Throughput  Transaction Rate l Fiesponse Time] L VD|P] [ Oneway Dela}l] [ Lost Data] [ Jitter] Faw Data Totals] Endpoint Eonfiguration] Datagram]
Timing Records| 95% Confidence| Transaction Fate| Tranzaction Rate| Tranzaction Rate| Meazured| FRelative
Group Fiun Status Completed Interval Average Mirmimum Maximum| Time [zec]| Precizion
i@ EHinternet_Group_fash 1.259 41.327 0.091 13.224
i} HlInternet_Group_routine 905 30.597 0.063 13.699
il HVideo_flash 84 nfa nfa nfa
i HVideo_routine 84 nfa nfa nfa
i EVolP_fash_overide 1.936 nfa nfa nfa
i EVolP_routine 1.936 nfa nfa nfa
. Internet_Group_flash Legend
Transaction rate — Intemet_Gioup_flash
52 000 — Intermet_Group_routine
41600 ‘ i j ll'm
| | Bl gl
SO Aty O g
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z g
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1.600 T T T T T 1
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Elapsedtime (h:mm:ss)
|Pairs: 118 |Start: 215/2005, 5:34:20 AM |End: 2/15/2005, 5:35:24 AM |Run time: 00:02:04 |Fiar tor completion

Figure 10. Comparison of Internet traffic throughput with different QoS levels

B [xChariot Test - D:\xChariotTestPlansixChariot #8\nternetiixWithQos. tst

File Edit Yiew Run ‘Window Help
& [0 . 58] [e=[oe[ote [P [ER 22t [mccfreeoc[ev[eee[sa[ee ee] (£ | IXIA |
Test Setup] Throughput] Transaction Rate Response Time ]t VD|P] [ Oneway Dela}l] [ Lost Data] [ Jitter] Faw Data Totals] Endpoint Eonfiguration] Datagram]
Timing Records| 95% Confidence| FResponse Time| Response Time| Responze Time| Measured| Relative
Group Fiun Status Completed Interval Average Minirmum Maximum| Time [sec]| Precizion
il HInternet_Group_flash 1.259 1.418 0.076 10.998
s HInternet_Group_routine 905 2.054 0.073 15.828
il HVideo_flash 84 nfa nfa nfa
i HVideo_routine 84 nfa nfa nfa
i EVolP_fash_overide 1.936 nfa nfa nfa
i EVolP_routine 1.936 nfa nfa nfa
i Legend
RESPOHSE time Internet_Group_routine — Intemet_Group_flash
— Intermet_Group_routine
3.2000
26100
w 21100
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a
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Elapsedtime (h:mm:ss) Internet_Group_flash
|Pairs: 118 |Start: 215/2005, 5:34:20 AM |End: 2/15/2005, 5:35:24 AM |Run time: 00:02:04 |Fiar tor completion

Figure 11. Comparison of Response Time with different QoS levels
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M |[xChariot Test - D:xIxChariotTestPlans\xChariot #8XnternetidixithQoS. tst
File Edit Yiew Run ‘Window Help

| (BT [p8] [ro[o[rte 2 G S 68 | IXIA |

Test Setup] Throughput] Tranzaction Hate] Fiesponze Time [ valP ]t Oneway Dela}l] [ Lost Data] [ Jitter] Faw Data Totals] Endpoint Eonfiguration] Datagram]

:::{;| |ALL|TCP|SCR|EP1 |EP2| sa |F'G | PC |

Timing Records M5 MOS MOS| R-value| Onetway Delay| Endto-End Delay| RFC 1889 Jitter| Percent Byte
E1

Group Fiun Status Completed| Average| Minimum | Maximum | Average Awerage [mz] Average [msz) Average [msz)
i Hinternet_Group_flash 1,259 nta nta nta nta nta n/a n/a
il [HInternet_Group_routine 905 nfa nfa nfa nfa nfa nfa nfa
il HVideo_ fash 84 n/a n/a nfa nfa nfa nfa nfa 1
"I’} ideo_routine 84 n/a n/a nfa nfa nfa nfa nfa 1
il EHVYolP_flash_overide 1.936 4.04 2.80 438 81.57 23 97 3.625 1
il EHVYolP_routine 1.936 3.56 1.94 437 7039 33 107 7.792 1
< ¥
) Legend
MOS Estimate VolIP_flash_override VolP_routine O
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|Pairs: 118 |Start: 215/2005, 5:34:20 AM |End: 2/15/2005, 5:35:24 AM |Run time: 00:02:04 |Fiar tor completion

Figure 12. VolP MOS estimates for different QoS levels
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Timing Records| Onewfay Delay| Onetway Delay| Oneway Delay| Estimated Clock [ M aximum Clock Clock Used
Group Fiun Status Completed Average [ms] Minimum [me]| b aximum [ms] Errar [ms] Errar [ms)
i [HInternet_Group_flash 1.259 nfa nfa nfa nfa nfa nfa
ia FInternet_Group_routine 905 nfa nfa nfa nfa nfa nfa
(1} ideo_flash 84 nfa nfa nfa nfa nfa nfa
il HVideo_routine 84 nfa nfa nfa nfa nfa nfa
il EVYolP_flash_overide 1.936 23 1] 49 0.149 0.529
i EHVYolP_routine 1.936 33 2 57 0.576 1.390
k k Legend
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Figure 13. VoIP Delay characteristics with different QoS characteristics
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5.2.3 Mixing QoS types

It is recommended that you repeat the above scenarios with different types of QoS and traffic types to verify that the DUT correctly
differentiates between the two traffic types. Specifically, one should prioritize data transfers, such as the Internet Baseline traffic
we developed in section 2, to have the lowest priority. Data services are generally not adversely affected by having to wait for
results. Video traffic, as was developed in section 3 may be the next highest priority. A few missing frames of video will not
seriously degrade its performance, as long as the audio track (which is typically sent as a stream) does not get broken. Finally,
VolP traffic, as developed in section 5, would typically have the highest priority, as voice services are very sensitive to latency and
corrupted data problems.

6. Conclusion

IxChariot can be used to create many different types of layer 4-7 traffic, and each traffic pattern can be assigned different
characteristics. Besides generating generic baseline Internet traffic, IXChariot can create a rich set of different traffic types that
effectively test a DUT's ability to correctly handle these different types of traffic. For instance, IxChariot can simulate HTTP, FTP,
email, video streams, audio streams and VolIP. IxChariot can measure DUT response in terms of latency, throughput, missing
packets, transaction rate and Mean Opinion Score (MOS). Additionally, IxChariot traffic can be assigned different QoS parameters,
allowing it to test a DUT's ability to correctly implement QoS policies on its traffic.

Triple Play Testing with IxChariot





